In Reply Refer to:
1264 (950) P

I nstruction Menmor andum No. WY- 98- 005
Expi res 9/30/98

To: Al'l Enpl oyees
From Associate State Director
Subj ect : Internet Use Policy (Supersedes WY | M No. 97-053)

This Instruction Menorandum serves to inplenent the Departnment and Bureau

"I nternet Acceptable Use Policy" for enpl oyees, contained in the attached WO
M No. 97-177 and DO IRMBulletin 97-01. The policy provides specific

gui dance on what types of enployee Internet uses are permtted and not
permtted.

At this time, enployees are allowed to use Bureau equi pnent to access the
Internet for personal purposes. However, there are specific restrictions on
such use. Each enployee is responsible for reading the attached policy and
under standi ng these restrictions. Please nake special note of the follow ng:

Per sonal hours versus work hours:

1. Personal use of the Internet is allowed only during "personal tinme."
Personal tine is defined as "weekends, before and after work, during lunch or
during schedul ed break periods."” Personal use of the Internet is NOT all owed
during work hours. For exanple, an enployee starting work at 7:30 a.m shoul d
not be accessing Internet sites of personal interest, such as games, stock
guotes, or cooking sites at 8 a.m Once an enpl oyee starts their normal work
hours, personal use of the Internet is not allowed until a schedul ed break or

[ unch.

2. Supervisors are responsible for determ ning what constitutes personal tinme
versus official work hours for their enployees.

| nappropri ate use

1. The followi ng uses of the Internet, at any tinme (personal time OR work
hours), using Departnent equiprment or facilities, are not all owed:

a. Accessing, retrieving, or printing text and graphics information
whi ch exceeds the bounds of generally accepted standards of good
taste and ethics. Accessing sites offensive to others, such as
those containing sexually explicit naterial, will not be
tol erat ed.



b. Engagi ng in personal commercial activities on the Internet,
i ncluding offering services or nerchandise for sale or ordering
services or merchandi se fromon-1ine vendors.

C. Engaging in any fund raising activity, endorsing any product or
services, participating in any |obbying activity, or engaging in
any active political activity.

d. Engaging in any activity which would conprom se the security of
any government host conputer. Host log-in passwords will not be
di scl osed or shared with other users.

2. Supervisors are responsible for making the final determination as to the
acceptability of Internet sites visited by their enpl oyees.

Moni t ori ng/ enf or cenment :

1. Individuals using Governnent equipnment to access the Internet are subject
to having activities nmonitored by systemor security personnel. Use of this
system constitutes consent to security nonitoring, and enpl oyees shoul d
renmenber that nost sessions are not private.

2. Internet use will be nonitored on a continuous basis. The nmonitoring |ogs
show each Internet site that is accessed by each enployee (including site
nane, time accessed, duration of access). Listings of inappropriate use wl|l
be periodically provided to supervisors for appropriate disciplinary action

3. As stated in WD IMNo. 97-177, "Nothing in this IMor the attached

gui dance shoul d be construed to permt the personal use of the Internet
facilities of the BLMto interfere with the performance of the official work
of the Bureau. Should such interference arise, supervisors may institute
necessary limtations on Internet use by enpl oyees."

Management reserves the right to linmit personal use of Internet access in the

future if necessary. Denands upon our tel econmunication lines will increase
sharply this fiscal year, as we (1) start sharing our tel ecomunication |ine
with several other agencies, and (2) deploy ALMRS Release |I. |If these

i ncreased demands reduce our overall traffic speed, hanpering our ability to
efficiently conplete official Bureau work, it nay be necessary to restrict
personal Internet use.

If you have any questions, please contact Craig Wod, |Information Technol ogy
(IT) Security Oficer, at 307-775-6066, or Sam McReynolds, Alternate IT
Security Oficer, at 307-775-6065.

/s/ Alan L. Kesterke

1 Attachnent:
1- W IMNo. 97-177 (7 pp)

Di stribution

Director (520), Rm 401, LS 1 wo atch
NI -101 1 wo atch.
CF 2 w atch.



UNITED STATES DEPARTMENT OF THE INTERIOR
BUREAU OF LAND MANAGEMENT
WASHINGTON, D.C. 20240

September 16, 1997
In Reply Refer To:
1278 (520) P
Ref. IM 96-85

EMS TRANSMISSION 9/19/97
Instruction Memorandum No. 97-177
Expires: 9/30/98

To: All WO and Field Officials
From: Director
Subject: Internet Acceptable Use Policy

This Instruction Memorandum provides guidance to the Bureau of Land Management (BLM) employees for
implementing the Department of the Interior (DOI) policy on the acceptable use of the Internet by DOI employees.
That policy is contained in the attached Department's Information Resources Management's (IRM) Bulletin No. 97-
01. The DOI palicy isvery forward thinking. It clearly recognizes the important potential of internet in our future,
and lays the groundwork for ensuring that our employees have the skills to realize this potential in our work.

The DOI policy identifies Internet uses that are permitted and those that are not permitted. The policy encourages
supervisors to acquire Internet access for employees whose job performance can benefit fromit. ThisIM affects IM
No. 96-85 which prohibits other use of the Internet and DOINEet for al but official business.

The numbers preceding the following additional guidance reference the corresponding numbered paragraph in the
Department's Bulletin under the section title "Policy."

3. Most BLM employees are provided Internet access through DOINET which, for the purpose of DOI IRM
Bulletin No. 97-01, is considered to be afixed rate. Each State/Center Director is to notify employees who
are not permitted access for personal use because they are connected to the Internet by usage sensitive or
long distance dial-up services.

4. Y our attention is specifically directed to Section 4 which prohibits initiating sessions using Departmental
resources (computers and services) from home or other non-Departmental locations for non-job related
Internet activities. If an employeeis approved to participate in the BLM's Flexible Workplace Program, the
work location specified in the Flexible

Work Place Agreement is considered to be a Departmental location for the purpose of DOI IRM Bulletin
No. 97-01. However, depending upon local network configurations, access to the BLM facilities may be
restricted for security reasons.

Nothing in this IM or the attached DOI policy, should be construed to permit the personal use of the Internet
facilities of the BLM to interfere with the performance of the official work of the Bureau. Should such interference
arise, supervisors may institute necessary limitation on Internet use by employees or contractors.

If you have any questions concerning the implementation of the Departmental policy within the BLM, please contact
Tim Foley (e-mail tfoley) at the IRM Policy Group (WO-520).



Signed by:
Mat Millenbach
Deputy Director

1 Attachment:
1- DOI Internet Acceptable Use Policy (5 pp)

Authenticated by:
Robert M. Williams
Directives and Records
Group,W0540



IRM BULLETIN NO. 97-01 June 13, 1997

To: Solicitor
Assistant Secretaries
Inspector General
Heads of Bureaus and Offices
Bureau Assistant Directors for Administration
Bureau Information Resources Management Coordinators

From: Bonnie R. Cohen
Assistant Secretary - Policy, Management and Budget

Subject: Internet Acceptable Use Policy

Employees of the Department of the Interior are accessing the Internet with increasing frequency to locate
professional information, to communicate with their peers in other organizations, and to inform the public about the
mission of the Department. To provide guidance for users, the Department has devel oped the attached policy.

The Internet Acceptable Use Policy promotes Internet proficiency by permitting employees to access the Internet
using Departmental computer and communi cations equipment during personal time. Employees should familiarize
themselves with the restrictions that apply to this privilege. Supervisors are responsible for the implementation of
this policy and are strongly encouraged to acquire Internet access for their employees whose job performance can
benefit from the use of this valuable information resource. Please distribute copies of this policy to all employeesin
your organization who currently use or will use the Internet in accomplishing their assigned duties.

Please direct any questions you have concerning this policy to William S. Pfancuff, Acting Director, Office of
Information Resources Management, at 202-208-6194 or Tom Sandman at 202-208-5064.

Attachment
cc: Telecommunications Managers
LANAG Members
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INTERNET Acceptable Use Policy

May 23, 1997
Purpose

The Internet provides a source of information that can benefit every professional discipline represented in the
Department of the Interior. It isthe policy of the Department that employees whose job performance can be
enhanced through use of the Internet be provided access and become proficient in its capabilities. This policy
document delineates acceptable use of the Internet by Departmental employees, volunteers, and contractors while
using Government-owned or -leased equipment, facilities, Internet addresses, or domain names registered to the
Department of the Interior.

Background

The Internet is comprised of thousands of interconnected networks which provide digital pathways to millions of
information sites. Because these networks subscribe to a common set of standards and protocols, users have
worldwide access to Internet hosts and their associated applications and databases. Electronic search and retrieval
tools permit users to gather information and data from a multitude of sources and to communicate with other Internet
users who have related interests.

Access to the Internet provides government agencies with the opportunity to locate and use current and historical
data from multiple sources worldwide in their decision-making processes. Employees and authorized volunteers and
contractors of the Department of the Interior are encouraged to develop the skills necessary to effectively utilize
these tools in the performance of their jobs.

Scope of the Policy

This policy appliesto Internet access only. It does not cover the requirements, standards, and procedures for the
development and implementation of Departmental information sites on the Internet.

The following Departmental Internet users are covered by this policy:

1 Full or part-time employees of the Department of the Interior.
2. Volunteers who are authorized to use Departmental resources to access the Internet.
3. Departmental contractors who are authorized to use Government-owned equipment or facilities.
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This policy distinguishes between Internet access performed during normal working hours and that performed on
personal time (i.e., on weekends, before and after work, during lunch periods, or during scheduled break periods).
This policy appliesto Internet access when using Government equipment and facilities, and performed using Internet
Protocol addresses and domain names registered to the Department.

Policy

The Department of the Interior promotes Internet use that enables employees to perform Departmental missions and
encourages its employees, volunteers, and contractor personnel to develop Internet skills and knowledge. If an
employee's supervisor determines that Internet access is in the best interest of the Government, the employee will be
permitted, within the limits set forth below, to use the Internet on personal time to build his’her network search and
retrieval skills. Employees who do not require access to the Internet as part of their official duties, may not access
the Internet using Departmental facilities under any circumstances. It is expected that employees will use the
Internet to improve their job knowledge; to access scientific, technical, and other information on topics which have
relevance to the Department; and to communicate with their peersin other Government agencies, academia, and
industry. Users should be aware that when access is accomplished using Internet addresses and domain names
registered to the Department of the Interior, they may be perceived by othersto represent the Department. Users are
advised not to use the Internet for any purpose which would reflect negatively on the Department or its employees.

Federal computer systems are for Government use and not for personal use; however, when certain criteria are met,
Departmental users are permitted to engage in the following activities:

1 During working hours, access job-related information, as needed, to meet the requirements of their jobs.

2. During working hours, participate in news groups, chat sessions, and E-mail discussion groups (list
servers), provided these sessions have a direct relationship to the user's job with the Department. If
personal opinions are expressed, a disclaimer should be included stating that thisis not an official position
of the Department.

3. During personal time, retrieve nonjob-related text and graphics information to develop or enhance Internet-
related skills if the office pays afixed rate for Internet access; that is, the access charge is usage insensitive
and if adial-up connection is made to an Internet access provider it must be within the local calling areas.

It is expected that these skills will be used to improve the accomplishment of job-related work assignments.
This policy of alowing employees to use Internet resources during nonwork periods is similar to the policy
of allowing staff to use library resources on personal time. The use of both types of resources enhances the
employee's knowledge and skill in information retrieval, benefits which immediately trandate to his or her
ability to perform work-related activities. By encouraging employees to explore the Internet, the
Department also buildsits pool of Internet-literate staff who can then guide and encourage other employees.
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4.

Employees are prohibited from initiating nonwork-related Internet sessions using Departmental information
resources from remote locations. That is, employees shall not dia into Departmental resources from home
or other nondepartmental locations for the purpose of participating in nonjob-related Internet activities.

Thefollowing uses of the Internet, either during working hours or personal time, using Departmental equipment or
facilities, are not allowed:

1.

Access, retrieve, or print text and graphics information which exceeds the bounds of generally accepted
standards of good taste and ethics.

Engage in any unlawful activities or any other activities which would in any way bring discredit on the
Department of the Interior.

Engage in personal commercial activities on the Internet, including offering services or merchandise for
sale or ordering services or merchandise from on-line vendors.

Engage in any activity which would compromise the security of any Government host computer. Host log-
in passwords will not be disclosed or shared with other users.

Engage in any fund raising activity, endorse any product or services, participate in any lobbying activity, or
engage in any active political activity. The prohibition against engaging in political activity does not apply
to Presidentia appointees who have received Senate confirmation.

Supervisory Responsibility

Supervisors of Departmental employees, volunteers, and contractors will have the final authority in determining
whether an employee requires Internet skills to accomplish their assigned duties. Supervisors have the responsibility

for:

1

Acquiring Internet access for their employees who need it to conduct the official  business of the
Department.

Determining whether or not Internet accessis provided to their employeesfor aflat fee. If accessis
provided on aflat fee basis, employees may use the Internet for the activities outlined above. Supervisors
should check with the group system or LAN administrator to determine whether their Internet accessis
acquired at aflat fee.

Advising their employees regarding the restriction against personal use of Departmental Internet access
resources from other than Departmental facilities.

Assuming the responsibility for making the final determination as to the appropriateness of their
employee's use of the Internet, when questions arise. This shall include the acceptability of Internet sites
visited and the determination of personal time versus official work hours.
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User Responsibilities

Use of computer equipment and Internet access to accomplish job responsibilities will always have priority over
personal use. In order to avoid capacity problems and to reduce the susceptibility of Department information
technology resources to computer viruses, Internet users will comply with the following guidelines.

1 Personal files obtained viathe Internet may not be stored on individual PC hard drives or on local area
network (LAN) file servers.

2. Official video and voice files should not be downloaded from the Internet except when they will be used to
serve an approved Departmental function.

Users are responsible for:
1 Following existing security policies and proceduresin their use of Internet services and will refrain from
any practices which might jeopardize the Department’ s computer systems and data files, including but not

limited to virus attacks, when downloading files from the Internet.

2. Learning about Internet etiquette, customs, and courtesies, including those procedures and guidelines to be
followed when using remote computer services and transferring files from other computers.

3. Familiarizing themselves with any special requirements for accessing, protecting, and utilizing data,
including Privacy Act materials, copyrighted materials, and procurement sensitive data.

4, Conducting themselves in away that reflects positively on the Department, since they are identified as
Departmental employees on the Internet even though they may be using the Internet for personal reasons, as
stated above.

5. Being aware, along with their supervisors, whether Internet accessis hilled on aflat fee rather than a usage

sensitive basis.
Individuals using Government equipment to access the Internet are subject to having activities monitored by system
or security personnel. Use of this system constitutes consent to security monitoring, and employees should
remember that most sessions are not private.
For information regarding this policy document contact your LAN administrator, supervisor, or Tom
Sandman at 202-208-5064.
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